Smart Contract Cover

Cover

The Mutual may pay a claim under this Smart Contract Cover if:

e the designated smart contract address, or a directly related smart contract address in the case of a
smart contract system, suffers a hack during the cover period that is a direct result of its smart
contract code being used in an unintended way; and

e there is a material loss of funds from the smart contract, or smart contract system, due to the
hack, with funds either:

¢ moved to another address which the original owner or owners do not control; or
e made permanently irrecoverable;
and

e the Covered Member submits a claim during the cover period or within 35 days of the cover period
ending.

Definitions

Cover amount means the amount of Cover specified by the Covered Member at purchase of Smart Contract
Cover.

Loss of funds means the total funds lost caused by the hack not the loss of the individual Covered Member.

Material means:
e far exceeds gas related costs involved in operating the contract;
o the total funds lost are at least 20% of the cover amount.

Cover period means the period of time, in days, that a Covered Member is protected under this Cover,
chosen by the Covered Member when purchasing Cover and stated in the Member Smart Contract Data.

Smart Contract System means a single smart contract or group of directly related smart contracts running
on the public Ethereum network excluding any outside inputs to that system such as oracles, miners, the
underlying Ethereum network and individuals or groups of individuals interacting with the system.


https://nexusmutual.gitbook.io/docs/docs#claims-assessment

Exclusions

The Mutual does not provide Cover:

o for loss of funds due to phishing, private key security breaches, malware, exchange hacks or any

other activity where the covered smart contract continues to act as intended;

e any claims if the smart contract or smart contract system was deployed primarily for the purpose

of claiming on this Cover and not for real usage by customers;

e for any hacks occurring during the cover period if a hack occurred or a public bug disclosure was
made for the designated smart contract address, or a directly related smart contract address in the

case of a smart contract system, before the cover period began;

e for any events where inputs, that are external to the smart contract system, behave in an
unintended way and the smart contract system continues to operate as intended, where inputs
include but are not limited to; oracles, governance systems, incentive structures, miner behaviour

and network congestion.

Smart Contract Systems

Most mainstream Ethereum applications are reasonably complex and so consist of a humber of smart
contracts all working together. The intention of Smart Contract Cover is to allow users to cover just one
“lead” smart contract which represents cover against unintended uses of the whole system.

Some example cases for determining a “lead” contract are as follows:

Product Structure with Smart Contract Systems

Case 1: Complex System

Eg- MakerDAO, Nexus, Augur

Case 2: Factory Contracts

Eg: Uniswap, Argent. Gnosis Multi-sig

Cover Termination

Cover ends when:

Covered Member >

Chooses Master or Factory as the covered contract.

Risk Assessor >

Stakes against Master or Factory

Covered Member >

Gets paid on a bug/hack against either;

a) Master or any of F(1), F(2), F(..), F(x); or
b) Factory or any Child

If Master or Factory is updated then it is treated as a
different smart contract for all purposes.

250 day exclusion for bugs introduced by upgrades to F(1),

F(..), F(x) contracts without changing the “Master”.

e there has been a successful claim on the Cover; or

¢ the cover period specified at purchase has ended.

F(2),



